Individual and small water systems account for the majority of waterborne disease outbreaks recorded in the United States each year. To address this problem a project was undertaken to develop a comprehensive self-assessment toolbox that could be used by small water system personnel to determine where their system has the greatest potential risks from microbial contamination. The toolbox components consist of: (1) a survey that asks specific questions; (2) a ranking tool that computes numerical scores for water system components based on survey answers; (3) comments and results from the ranking tool; (4) a guidance document to help the user understand why certain conditions may represent a risk; and (5) instructions for using the toolbox. A unique feature of the ranking tool is the ability to input expert opinion in the form of scores for each answer and weighting factors. Weighting factors are derived using ranked, pairwise comparisons, and then used to determine numerical scores for system components. Toolbox administrators are allowed to modify weighting factors used by the ranking tool application, thus allowing input of expert opinion.
Because of their lack of resources, a critical need exists for tools to help small utilities understand, react to and subsequently manage microbial contamination risk system-wide. This paper presents the background and development of a set of tools (toolbox) designed to address this need. The primary goals for toolbox development were: (1) to help small system operators/managers determine where their risks for microbial contamination exist; and (2) to assist them in making sound decisions on where to invest time, sampling, capital improvements or operational changes. When operators/managers understand the real problems and risks they can work towards good solutions in a cost effective manner rather than investing large sums of money on advanced treatment techniques that may or may not address the areas that pose the greatest potential risk.
TOOLBOX DEVELOPMENT
Five major objectives were selected for development of the toolbox for assessment of potential microbial contamination risks. These were to:
1. Determine toolbox concept and components 2. Identify and enrol small water systems in the project 3. Create an initial survey and get participating small systems to complete it 4. Perform limited monitoring of raw and distribution water quality from each system
Develop toolbox components
The fifth objective was further defined by a set of three basic requirements that tools be:
1. Comprehensive and relatively easy to use 2. Capable of providing feedback based on their implementation 3. Capable of being adjusted using expert opinion
The following paragraphs summarize the toolbox development efforts.
Toolbox concept and components
The initial concept for the toolbox involved a series of algorithms that would be used to determine where potential risks might exist. After further investigation of this method it was decided that the concept would become too complex and difficult to use and interpret. An alternative concept was developed based on a numerical scoring and ranking scheme that is commonly used when a high degree of uncertainty exists (Saaty 1980; Canter 1996) . The concept, shown schematically in Figure 1 , was used to develop a 'ranking tool'.
The concept consists of asking pre-designed questions and, based upon the response to the questions, computing a numerical score ranging from 0 to 1. To determine a numerical score for a group of questions within a single subject, weighting factors (or importance factors) are used to develop a numerical score for the entire group of questions. (Figure 2 ). The basic components are the system survey, ranking tool (Microsoft ® Excel based application), ranking tool instructions, guidance document, output from the ranking tool (comments and results), and spreadsheets for estimating importance factors. Each of these components will be described in more detail below.
Participating water systems
Five small water systems participated in development of the toolbox. These water systems were selected to represent a variety of different water source types, treatment and size. and distribution system water quality were monitored once a month for 6 months. Water quality data provided information used to help assess the validity of results from the toolbox.
Initial survey
The tools to be developed had to be sufficiently comprehensive to cover the wide variety of system components found in small water systems. To accomplish this goal the major water system categories listed in Table 2 were (Table 2 ).
For example, within the category 'water source' there are four sub-categories designed to address the most predominant sources of water: surface water from a lake or impoundment, surface water from a river or stream, groundwater from wells and groundwater from springs.
Similar sub-categories were created in the water treatment category ( Table 2 ).
The initial survey was created based upon the investigators' experience, reviews of the participating water systems and questions asked of their operators, review of sanitary surveys and training materials for several states, and incorporation of deficiencies noted in the literature and surveillance summaries (Craun and Calderon 2001; Lee et al. 2002) . Staff from each of the five participating water systems completed the initial survey.
Water quality monitoring of systems
Water quality data for the participating systems were collected to supplement monitoring data and provide a basis for checking the validity of the ranking tool output. Raw water prior to treatment and water from the distribution system were sampled once per month for approximately 6 months. Samples were brought to the investigators' lab and analysed according to standard protocols. Table 3 lists the water quality parameters that were monitored.
Development of toolbox components
All toolbox components shown in Figure 1 are for the 'user' of the tools with one exception. Spreadsheets for estimating importance factors are used only by persons qualified to provide 'expert opinion', someone with sufficient knowledge and experience to compare various system components for their potential microbial contamination risks. As will be discussed below, importance factors are an integral part of the ranking tool and cannot be modified by the 'user' of the tools.
Survey and ranking tool application (user)
Development of toolbox components was performed keeping in mind the requirements in objectives 5a-c. In the ranking tool application the user places a '1' in the cell next to the answer that was checked (4b in the example). Each answer is given a potential score. Derived from decision analysis techniques (Canter 1996) , the basic concept is to give the answer that would indicate the least risk a score of '10'. All other answers represent greater degrees of risk and are scored in relation to the least risk question (4a), with the highest score being 100. In the example shown in Figure 4 the score for item 4c is 50, meaning it was viewed as five-times greater risk than the least risk question. In this example the rating or score for the component was simply calculated by dividing the score (50) by the greatest potential score (100), thereby normalizing the value to between 0 and 1. If the answer to All of the scoring and rating calculations are protected and hidden from the user. However it is important to note that the potential scores given the answers are the first option for expert opinion to be input to the model. Potential scores can be altered only by those authorized to change the tool. Users cannot access the potential scores or importance factors.
Ranking tool instructions (user)
The ranking tool instructions document presents detailed information on how to use the toolbox components, and in particular the ranking tool application. Information on how to interpret and use the results is presented.
Guidance document (user)
An important 
Ranking tool output (user)
The ranking tool application can provide two basic forms of output for the user, comments and results.
• Comments are generated by the ranking tool application as the questions are answered. • Results are presented both graphically and in tabular form (see Figure 5 ). It should be pointed out that the is compared with a column factor using a scale from 1 to 9 as defined in Table 4 (Saaty 1980) . When the row factor (e.g. source water assessment) is compared with itself as the column factor, the two are given an equal ranking, so the number 1 is placed in the box or cell at the intersection of the two. Next the row factor is compared with the second column factor (source water protection). The column factor 'source water protection' in the example shown in Figure 6 was determined to be 'definitely more important' than the row factor 'source water assessment,' therefore a negative 5 was entered into the intersecting cell. If the opposite had been true, the row factor more important than the column factor, the ranking value 
APPLICATION OF THE TOOLBOX COMPONENTS
The microbial contamination risk toolbox is intended to be a self-assessment tool for small water system operators and managers, designed to help them determine where their water system may have its greatest risks for potential microbial contamination. This survey tool is not intended to take the place of a sanitary survey or formal vulnerability assessment for risks from bioterrorism.
Interpretation of results
Results can be used to look at specific components of a facility, combined scores for a water system category or for the total water system by major category. Numerical ranking scores are presented in Figure can be addressed given current resources.
Using the results
The primary use of the results is to determine areas where there is a greater potential for microbial contamination. However, often, knowing and acting on that knowledge will require resources in terms of staff time and/or capital. The objective would be to correct as many items as possible before they become an issue on a sanitary survey, and in doing so reduce potential contamination risks.
As with any tool or model, improper application can lead to erroneous or confusing results. Therefore, results from the ranking tool should be carefully reviewed to determine their validity for a particular system.
TOOLBOX VALIDATION
Information gathered from the five participating small water systems was used to verify that the toolbox was working properly. Importance factors for this phase of the work were obtained from rankings performed by the investigators. Answers to survey questions came from the initial surveys, knowledge of the water system gained during the course of the project, and water quality results from the water samples. Results from two systems will be discussed within this paper, but similar validation was performed for each water system.
System MSU-1 Table 1 presents the basic characteristics of system MSU-1. Briefly, the source of water for the system was one spring supply that received chlorination and two deep wells that received no treatment. There is no storage for the system and the distribution system consisted of asbestos cement and PVC pipe. Distribution system chlorine residuals dropped below 0.2 mg l − 1 on three occasions, indicating that the chlorine dose should be adjusted more carefully. Also, the time when low chlorine residuals were measured also coincided with peak water demands when unchlorinated well water was being added to the system and reducing overall system residuals. This could create a dangerous situation since the system relies upon the chlorine residual in the distribution system to disinfect the well water. Any situation where untreated and treated water are mixed in a system leads to high scores for the untreated sources.
System MSU-3 Table 1 presents the basic characteristics of system MSU-3. The source of water was two spring supplies that received chlorination. A single above-ground steel tank provided storage and the distribution system consisted of PVC and cast iron pipe. System categories that had the highest score were water source and treatment.
Results by component are presented in Figure 11 for the two spring sources. Only the major spring source (No. 1 in Figure 11 ) was sampled and positive total coliform and virus results were noted. This resulted in a high numerical score for 'historical microbial contamination' for the spring. The spring's collection facilities are located on an island in a river. There are cattle around the spring area but more importantly cattle can be found along the river upstream of the collection facilities. The geologic formation in which the spring is located would appear to be susceptible to surface contaminants, as are most springs. The water system indicated that a source water management plan was in place for the springs, otherwise the scores would have been much higher.
An issue of concern for water treatment (see Figure   12 ) was that during a power outage water would continue to go to the community but without disinfection. A similar concern was also noted for MSU-1. An apparent lack of telemetry to notify operators in case of a malfunction or power outage was noted. A gravity fed transmission line connected the primary spring source with the system, and had potential to flow partially full if there was an extremely high demand or line break, leading to possible intrusion of contaminants from the surrounding soil/ water matrix. A control system could minimize potential risks for the transmission pipeline. It was also noted that chlorine residuals were relatively low leaving the spring facility and there were distribution system residuals that were less than 0.2 mg l − 1 .
CONCLUSIONS
The toolbox that has been developed to assess microbial contamination risks is flexible, comprehensive and relatively easy to use. Application of the toolbox can indicate where certain facilities or water sources are at greater risk for potential microbial contamination. The ranking tool application provides comments that, with the assistance of a guidance document, can inform the user of specific areas that represent a risk and why the risk occurs. Numerical scores are provided for each major category and its components, providing the user with both graphical and tabular output. Results can be used to help prioritize possible remedial actions, demonstrate to management the need for those actions, or provide a check on system condition prior to a sanitary survey. Certain actions may require major changes while others can be implemented with little time or cost involved. The ranking tool application can be adjusted using expert opinion as appropriate. Using the components of the toolbox can help a water system in the never-ending task of reducing potential microbial contamination risks.
